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(57) ABSTRACT

An entity provides a competitive block list for one or more of
its objects in a social networking system. The competitive
block list identifies advertisers or other entities prevented
from targeting advertisements based on connections between
users and objects of the entity. If a later received advertise-
ment is targeted based on a connection between a user and an
object of the entity, the social networking system determines
whether the advertiser associated with the advertisement is
included on the competitive block list. If the competitive
block list includes the advertiser, the advertisement is deter-
mined not to be valid, and not presented to users. Otherwise,
the advertisement is determined to be valid, and may be
presented to users thereafter.

23 Claims, 3 Drawing Sheets
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MANAGING TARGETING OF
ADVERTISEMENTS BASED ON USER
ASSOCIATIONS WITH SOCIAL
NETWORKING OBJECTS

BACKGROUND

This invention relates generally to online advertising and in
particular to managing advertisement targeting based on user
associations with social networking objects.

Inrecent years, many commercial and private entities (e.g.,
companies, organizations, etc.) have established online pres-
ences over social networking systems for promotional pur-
poses. For example, many commercial entities have created
objects maintained by social networking systems (e.g., fan
pages) that promote their brands, products, or services using
the social networking systems. Social networking system
users may interact with the objects, establish connections
with, or otherwise associate with the objects. Advertisers can
leverage the user connections with the objects to promote
various brands, products, or services. For example, an adver-
tiser may target advertisements based on the users having a
connection to a company’s brand page.

However, some advertisers now target advertisements to
users based on the users having connections to objects in
social networking systems associated with competing adver-
tisers. For example, an advertiser of a particular brand of
shoes may target advertisements at users connected to the
brand page of a competing shoe company. Because of such
targeting, some entities (e.g., the competing shoe company of
the previous example) are becoming less inclined to expend
resources developing user connections with objects in social
networking systems. As a result, some social networking
systems are beginning to experience decreases in the user
connections maintained by the systems. Such decreases have
adversely impacted the advertising revenue generated by the
systems.

SUMMARY

In embodiments of the present invention, a social network-
ing system allows entities to manage or control the targeting
of advertisements to users based on associations between the
users and objects associated with the entities. In particular, an
entity provides the social networking system with a competi-
tive block list associated with one or more objects created,
owned, or administered by the entity. The competitive block
list identifies other entities prevented from using user connec-
tions with objects of the entity to target advertisements. For
example, a block list for a particular beverage manufacturer
may identify competing soda companies that are to be pre-
vented from using the user connections of the beverage manu-
facturer’s objects for targeting advertisements. The competi-
tive block list may further identify specific types of
connections that are prevented from being used by entities on
the block list for advertisement targeting. For example, the
block list identifies that another entity may not use the “fan”
type user connections for an entity’s objects to target adver-
tisements. In some embodiments, the block list includes a
limited number of blocked entities, such as five, ten or twenty
entities.

To enable management of advertisement targeting using
block lists, the social networking system validates one or
more advertisements received from various advertisers. In
particular, the social networking system determines whether
a received advertisement is associated with targeting criteria
indicating targeting of users based on connections with
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objects associated with an entity. For example, the social
networking system determines whether targeting criteria
indicate targeting of an advertisement to users based on the
users being fans of a page of an entity, where the entity is not
the advertiser of the advertisement. If the received advertise-
ment is to be targeted at users based on the users having
connections to objects associated with an entity, the block list
associated with the entity is retrieved. If the block list includes
the advertiser associated with the advertisement, the social
networking system does not validate the advertisement. If the
advertisement is not validated, the advertisement is not pre-
sented to social networking system users. In one embodi-
ment, the social networking system provides an indication to
the advertiser that the advertisement was not validated. If the
advertisement is not associated with targeting criteria indi-
cating targeting based on connections with objects of an
entity or if the block list associated with the entity does not
include the advertiser of the advertisement, the social net-
working system validates the advertisement, subject to other
conditions imposed by the social networking system (e.g.,
user privacy conditions, content restrictions, etc.). Subse-
quently the validated advertisement may be presented to users
based on the users satisfying the targeting criteria of the
advertisement.

By allowing an entity to manage targeting of advertise-
ments, the social networking system allows the entity to pre-
vent competitors from leveraging connections the entity’s
objects. This may make the entity more likely to encourage
user interactions and accordingly connections with its objects
over the social networking system. Furthermore, because a
limited number of competing advertisers are prevented from
leveraging connections to an entity’s objects, many advertis-
ers may still leverage information about the entity’s objects in
ways that are not harmful to the entity. For example, a car
manufacturer may target advertisements towards users asso-
ciated with a particular coffee purveyor, as such advertise-
ments are unlikely to harm the coffee purveyor.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of one embodiment of a process
for managing advertisement targeting based on connections
with an entity’s objects in a social networking system, in
accordance with an embodiment of the invention.

FIG. 2A is a block diagram of a system environment suit-
able for operation of a social networking system, in accor-
dance with an embodiment of the invention.

FIG. 2B is a block diagram of components of a social
networking system, in accordance with an embodiment of the
invention.

FIG. 3 is a flow chart of a process for managing advertise-
ment targeting based on user connections to objects associ-
ated with an entity, in accordance with an embodiment of the
invention.

The figures depict various embodiments of the present
invention for purposes of illustration only. One skilled in the
art will readily recognize from the following discussion that
alternative embodiments of the structures and methods illus-
trated herein may be employed without departing from the
principles of the invention described herein.

DETAILED DESCRIPTION
Overview

Social networking systems allow users to provide informa-
tion about themselves in user profiles. For example, social
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networking systems enable users to provide biographic,
demographic, and/or other types of descriptive information
about themselves. Additionally, social networking systems
allow users to establish connections with other users of the
social networking system. When two users become con-
nected, they are referred to as “friends,” “contacts,” “connec-
tions,” or “associates” within the context of the social net-
working system. Generally, users connected to each other in
a social networking system have access to more information
about each other than available to users that are not connected
to each other. Similarly, becoming connected within a social
networking system may allow a user greater access to com-
municate with another user. For example, additional commu-
nication channels may be used by connected users to com-
municate with each other, such as email (internal and external
to the social networking system), instant message, text mes-
sage, phone, or any other communicative channel. Further, a
user connected to another user may be allowed to view, com-
ment on, download or endorse the other user’s generated
content items. Examples of content items include messages,
queued messages (e.g., email), text and short message service
(SMS) messages, comment messages, messages sent using
any other suitable messaging technique, a hypertext transfer
protocol (HTTP) link, hypertext markup language (HTML)
files, images, videos, audio clips, documents, document edits,
calendar entries or events, and other types of data.

Social networking systems also store objects representing
various data maintained by the social networking system.
Social networking system users may interact with any object
(e.g., an object representing a group of users, an object rep-
resenting an event, an object representing a content item, such
as a web page, comment, user action, generic post, etc.)
maintained by a social networking system. These interactions
may have a variety of forms, such as providing content to an
object, commenting on a content item presented by the object,
indicating a preference or affinity for the object, viewing a
content item associated with the object, joining an object, or
any other suitable form of interaction. Users of social net-
working systems may also interact with other users by being
connected to common objects or users within the social net-
working system.

Social networking system users may also interact with
objects, users, or other information outside of the context of
the social networking systems. For instance, an article on a
news website may have a “like” button with which users of the
social networking system interact to indicate a preference for
the article. Similarly, a company’s website may include an
input for joining a group within the social networking system
dedicated to the company.

In one embodiment, a user interaction involving an object
maintained by the social networking system creates a con-
nection between the user and the object in the social network-
ing system. A connection may be an explicit relationship
between a user and an object, such as a fan type connection
between the user and the object. A connection may alterna-
tively represent an implicit relationship between a user and an
object formed based on a user interaction with the object (e.g.,
the user expressing a preference for the object). A social
networking system may store connections as edges. For
example, a user may express a preference for (“like”) a brand
page of a particular coffee company, so an edge between the
user and the brand page describing the type of interaction
between the user and the brand page is stored.

Social networking systems further allow advertisers to
present advertisements to social networking system users.
Such advertisements may be targeted to users having one or
more characteristics satisfying targeting criteria associated
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with the advertisements. Targeting criteria for an advertise-
ment may target users based on the users having connections
with one or more objects maintained by the social networking
system associated with an entity. For example, targeting cri-
teria for an advertisement may be targeted at users who have
previously liked a brand page of a particular mobile phone
manufacturer.

In one embodiment, a social networking system allows an
entity to manage or control the advertisers and/or other enti-
ties permitted to use connections with objects of the entity to
target advertisements. For example, a coffee company may
identify advertisers prevented from targeting advertisements
to users based on the users having “liked” a brand page of the
coffee company. While advertisers may continue to target
advertisements using other characteristics of the users, this
allows an entity to limit advertisers using connections to
objects associated with the entity. In the preceding example,
advertisers may continue to target users based on user profile
information indicating an interest in coffee.

FIG. 1 shows a block diagram of one embodiment of a
process for managing advertisement targeting based on con-
nections of one or more objects associated with an entity in a
social networking system 101. As shown in FIG. 1, an entity
120 is associated with objects 130a and 1305 maintained by
the social networking system 101. For example, the objects
130a, 1305 are fan pages or brand pages promoting products
or services of the entity 120. Users 122a, 1225, 122¢,122d of
the social networking system 101 may be connected to one or
more of the objects 130a, 1305 through the social networking
system 101. In one embodiment, the social networking sys-
tem 101 stores edges 121a, 1215, 121c¢, 121d describing
connections between the users 122 and one or more of the
objects 130a, 1305. The edges 121 may be stored based on an
interaction between a user 122 and an object 130. For
example, in FIG. 1 the edge 1214 may describe the user 1224
becoming a “fan” of the object 130a, and/or “commenting”
on the object 130a.

During operation, an advertising engine 145 of the social
networking system 101 receives and stores a competitive
block list 140 from the entity 120 associated with the objects
130. The competitive block list 140 identifies advertisers
prevented from using connections to the objects 130 to target
advertisements. Subsequently, the advertising engine 145
receives an advertisement request 190 identifying an adver-
tisement and targeting criteria for identifying users eligible to
be presented with the advertisement from an advertiser. The
advertising engine 145 validates the advertisement of the
advertisement request 190 by determining whether the target-
ing criteria of the advertisement request 190 target users
based on the users having connections to one or more of the
objects 130. If the advertisement request 190 includes target-
ing criteria specifying targeting based on user connections
with an object 130, the advertising engine 145 retrieves the
competitive block list 140 for the entity 120 and determines
whether the block list 140 includes the advertiser providing
the advertisement request 190. If the block list 140 includes
the advertiser, the advertising engine 145 determines that the
advertisement is not valid, and does not allow presentation of
the advertisement to social networking system users. If the
block list 140 does not include the advertiser, the social net-
working system 101 validates the advertisement, allowing the
targeting criteria to use connections to the objects 130 when
selecting users 122 to present the advertisement of the adver-
tisement request 190.

System Architecture

FIG. 2A is a block diagram illustrating one embodiment of

a system environment 200 including a social networking sys-
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tem 101. The system environment 200 shown in FIG. 2A
includes one or more client devices 202, a network 204, a
third party website 203, and the social networking system
101. While FIG. 2A shows three client devices 202 and a
single third party website 203, any number of these entities
(including millions) may be included. In alternative configu-
rations, different and/or additional entities may be included in
the system environment 200.

A client device 202 is a computing device capable of
receiving user input as well as transmitting and/or receiving
data via the network 204. Examples of the client devices 202
include desktop computers, laptop computers, tablet comput-
ers (pads), smart phones, personal digital assistants (PDAs),
or any other devices including computing functionality and
data communication capabilities. The client devices 202 are
configured to communicate via the network 204. The client
devices 202 allow various users to communicate with the
social networking system 101.

The network 204 may be any wired or wireless local area
network (LAN) and/or wide area network (WAN), such as an
intranet, an extranet, or the Internet. The network 204 pro-
vides communication capabilities between one or more client
devices 202, one or more third-party websites 203, and the
social networking system 101. In various embodiments the
network 204 may use standard communication technologies
and/or protocols. Examples of technologies used by the net-
work 204 include Ethernet, 802.11, 3G, 4G, 802.16, or any
other suitable communication technology. Examples of pro-
tocols that may be used by the network 204 include transmis-
sion control protocol/Internet protocol (TCP/IP), hypertext
transport protocol (HTTP), simple mail transfer protocol
(SMTP), file transfer protocol (TCP), or any other suitable
communication protocol. The third party website 203 is
coupled to the network 204 to communicate with the social
networking system 101, and provide various functionalities
to users of the social networking system 101.

The social networking system 101, further described below
in conjunction with FIG. 2B is a computing system that
allows users to communicate or otherwise interact with each
other and access content as described herein. In one embodi-
ment, the social networking system 101 stores user profiles
describing its users, including biographic, demographic, and
other types of descriptive information. The social networking
system 101 additionally stores various items of content with
which its users can interact. In one embodiment, the social
networking system 101 stores content as various objects.
Examples of objects include fan pages, events, groups, adver-
tisements, posts, content, brand objects, entity objects, etc.

FIG. 2B is a block diagram of one embodiment of the social
networking system 101. In the embodiment shown by FIG.
2B, the social networking system 101 includes a profile store
205, an object store 215, an interaction data store 220, an edge
store 225, an advertisement (“ad”) store 235, a data logger
240, the advertising engine 145, and a web server 250. In
alternative configurations, different components can be
included in the social networking system 101.

Eachuser of the social networking system 101 is associated
with a user profile, which is stored in the user profile store
205. A user profile includes declarative information about the
user that was explicitly shared by the user and may also
include profile information inferred by the social networking
system 101. In one embodiment, a user profile includes mul-
tiple data fields, with each data field describing one or more
attributes of the corresponding user of the social networking
system 101. The information in a user profile describes a user
corresponding to the user profile. Examples of information in
a user profile include biographic information, demographic
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information, and other types of descriptive information, such
as work experience, educational history, gender, hobbies or
preferences, location and the like. A user profile in the user
profile store 205 may also maintain references to actions by a
user on objects in the social networking system and/or con-
nections to other users.

While user profiles in the user profile store 205 are fre-
quently associated with individuals, allowing users to interact
with each other via the social networking system 101, user
profiles may also be stored for entities such as businesses or
organizations. This allows an entity to establish a presence on
the social networking system 101 for connecting and
exchanging content with other social networking system
users. The entity may post information about itself, about its
products or provide other information to users of the social
networking system 101 using a brand page associated with
the entity’s user profile. Other users of the social networking
101 system may connect to the brand page to receive infor-
mation posted to the brand page or to receive information
from the brand page. A user profile associated with the brand
page may include information about the entity itself, provid-
ing users with background or informational data about the
entity. In some implementations, a profile may also be con-
sidered an object in the context of the social networking
system 101.

The object store 215 stores objects describing content asso-
ciated with the social networking system 101. Such objects
may be accessible over the social networking system 101,
and/or accessible external to the social networking system
101. Objects stored in the object store 215 may include vari-
ous types of content, such as pages (e.g., fan pages or brand
pages), events, groups, applications, general postings or com-
ments, brand objects, entities, abstract ideas, etc. Additional
types of content described by an object include text, images,
videos, audio files, software applications, metadata, etc. For
example, an object may be a fan page for a particular televi-
sion set manufacturer that includes images and text about the
manufacturer’s products. An object may also be associated
with a competitive block list identifying one or more adver-
tisers prevented from using user connections to the object as
targeting criteria for advertisements. The competitive block
list may be stored in the object store 215 and associated with
the object or may be stored in the user profile associated with
the entity associated with the object.

Objects stored by the social networking object store 215
may have parent-child relationships with one another. For
example, a particular object associated with a particular entity
(e.g., a company) may be considered a parent object. Other
objects, such as fan pages, events, groups, applications may
be associated with the parent object and may be considered
child objects of the parent object. In one embodiment, infor-
mation associated with the parent object may also be associ-
ated with its child objects, and may also be associated with
other objects that are children of the child objects. For
example, a competitive block list associated with a parent
object may also be associated with one or more child objects
of the parent object, children objects of child objects, and so
on. In this way, updating or modifying competitive block lists
for multiple objects can be easily performed.

The object store 215 may store each object as a suitable
structure including data describing the object. Example data
describing the object includes: identifiers for the object, iden-
tifiers for a user account that owns or administers the object,
content (e.g., text, images, links, etc.) associated with the
object, information indicating whether the object is a child or
parent (or neither), identification information for the parent or
children of the object (if required), classification information
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for the object (e.g., a category to which the subject matter of
the object relates, such as coffee, electronics, etc.), type infor-
mation for the object (e.g., group type, event type, fan page
type, etc.) and/or any other suitable information. Addition-
ally, a competitive block list associated with the object may be
stored in the structure maintained by the object store 215.

The interaction data store 220 tracks and stores user actions
performed over the social networking system 101, as well as
over external websites that communicate information to the
social networking system 101. Users may interact with vari-
ous objects on the social networking system 101, including
commenting on posts, sharing links, and checking-in to
physical locations via a mobile device, accessing content
items in a sequence or other interactions. Additional
examples of interactions with objects on the social network-
ing system 101 stored in the interaction data store 220 include
commenting on a photo album, communicating messages
between users, becoming a fan of a musician, adding an event
to a calendar, joining a group, becoming a fan of a fan page,
creating an event, authorizing an application, using an appli-
cation, and engaging in a transaction. Information describing
these actions is stored in the interaction data store 220. Addi-
tionally, the interaction data store 220 stores user interactions
with advertisements on the social networking system 101 as
well as other applications operating on the social networking
system 101. In some embodiments, data from the interaction
data store 220 is used to infer interests or preferences of the
user, augmenting the interests included in the user profile and
allowing a more complete understanding of a user’s prefer-
ences.

The interaction data store 220 may also store user actions
taken on external websites, such as the third party website
203. For example, an e-commerce website that primarily sells
sporting equipment at bargain prices may recognize users of
the social networking system 101 through social plug-ins
allowing the e-commerce website to identify users of the
social networking system 101. Because users of the social
networking system 101 are uniquely identifiable, third party
websites 203, such as this sporting equipment retailer, may
use information stored for the social networking system users
when the social networking system users visit the third party
websites 203. The interaction data store 220 stores data about
these users, including webpage viewing histories, advertise-
ments that were engaged, purchases made, and other patterns
from shopping and buying.

The edge store 225 stores information describing connec-
tions between users and other users and/or objects associated
with the social networking system 101. Data describing these
connections are stored as edges in the edge store 225. Such
data may include, for example, types for the connections.
Some edges may define explicit connections or relationships,
such as specifically established relationships between users
and other users or between users and objects. For example, a
user may establish a fan type connection or relationship with
abrand page of a particular brand. Such a fan type connection
may be recorded as an edge stored in the edge store 225. Other
edges may define implicit connections between users and
other users or objects. For example, a user may “like” a
comment posted by an entity on a brand page of the entity,
which is recorded as an edge stored in the edge store 225.
Multiple connections between a user and a specific object
may be recorded in a single edge stored in the edge store 225;
alternatively, each connection is stored as a separate edge.

Additional data describing edges may be stored in the edge
store 225, such as an affinity score. An affinity score of an
edge may be computed by the social networking system 101
over time to approximate a user’s affinity for a particular
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object or other social networking system user. Computation
of the affinity score may be based on the interactions per-
formed by the user and/or number of connections between the
user and an object or other user. In one aspect, the more
positive interactions and/or connections a user has with an
object, the greater the affinity score associated with the edge
between the object and the user. In one aspect, a particular
type of connection may be established between a user and an
objectifthe affinity score for an edge between the user and the
object is equal to or exceeds a threshold affinity. Computation
of affinity is further described in U.S. patent application Ser.
No. 12/978,265, filed on Dec. 23, 2010, which is hereby
incorporated by reference in its entirety.

The data logger 240 receives information about user inter-
actions on and/or off the social networking system 101, and
populates the interaction data store 220 with information
describing the user interactions. Such interactions may
include, for example, adding a connection to another user,
sending a message to another user, uploading an image, read-
ing a message from another user, viewing content associated
with another user, attending an event, or other suitable actions
between a user and an object or another user. Interactions
between a social networking system user and objects within
the social networking system 101 identified by the data logger
240 are stored in the interaction data store 220. Additionally,
the data logger 240 may store and/or update edges in the edge
store 225 based on user interactions.

The web server 250 links the social networking system 101
via the network 204 to one or more of the client devices 202,
as well as to one or more third party websites 203. The web
server 250 may include a mail server or other messaging
functionality for receiving and routing messages between the
social networking system 101 and the client devices 202 or
third party websites 203. The messages may be instant mes-
sages, queued messages (e.g., email), text and SMS mes-
sages, or any other suitable messaging technique. In one
embodiment, the web server 250 receives user requests for
content, where an advertisement is to be provided with the
content, and sends a request for an advertisement to the adver-
tising engine 145. Similarly, the web server 250 may receive
a request for an advertisement and send the request to the
advertising engine 145 to identify an advertisement.

In one embodiment, the social networking system 101
stores advertisements in an advertisement (“ad”) store 235.
Advertisements are retrieved from the ad store 235 for pre-
sentation to social networking system users. In one embodi-
ment, when an advertisement is received from an advertiser,
an advertisement data structure is generated and stored in the
ad store 235. The advertisement data structure includes a
unique identifier associated with the advertisement, targeting
criteria associated with the advertisement, content represent-
ing the advertisement, and any other suitable information.
The targeting criteria associated with an advertisement may
identify users eligible to be presented with the advertisement.
More specifically, the targeting criteria may specify one or
more characteristics of users to be presented with content of
the advertisement. As described above, targeting criteria may
target users based on connections between users and a par-
ticular entity.

The advertising engine 145 receives and presents adver-
tisements to users. In one embodiment, the advertising engine
additionally receives competitive block lists from various
entities, and validates received advertisements based on the
competitive block lists. More specifically, upon receiving an
advertisement via an advertisement request, the advertising
engine 145 determines whether the advertisement is to be
targeted at users based on the users having connections to a
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particular social networking object of an entity. If the adver-
tisement targets users based on the users having connections
with the particular social networking object of an entity, the
social networking system retrieves the competitive block list
for the entity. If the advertiser associated with the advertise-
ment is on the block list, the advertising engine 145 does not
successfully validate the advertisement. If the advertiser that
provided the advertisement is not on the block list, the adver-
tisement is stored in the ad store 235.

For an advertisement that is successfully validated, the
advertising engine 145 may thereafter select the advertise-
ment for presentation to a user based on targeting criteria for
the advertisement. To determine whether a user satisfies tar-
geting criteria, the advertising engine 145 may retrieve infor-
mation associated with the user from the user profile store
205, the interaction data store 220, the edge store 225, or any
other suitable data source. An advertisement selected by the
advertising engine 145 may be presented in conjunction with
content requested by the user or through any suitable com-
munication channel.

Managing Advertisement Targeting Based on User Connec-
tions in a Social Networking System

FIG. 3 shows a flow chart of one embodiment of a process
300 for managing advertisement targeting based on connec-
tions between users and objects maintained by a social net-
working system 101. The process 300 may be performed by
any suitable component of the social networking system 101,
such as the advertising engine 145.

In one embodiment, the advertising engine 145 receives
315 a competitive block list from an entity. Examples of
entities include companies, businesses, organizations, indi-
viduals, etc. The received competitive block list may specify
advertisers and/or other entities that are prevented from tar-
geting advertisements based on user connections with one or
more objects associated with the entity. Such objects may be
accessible over the social networking system 101 and/or
accessible external to the social networking system 101 (e.g.,
accessible via the third party websites 203). An object may be
associated with an entity if the object is owned and/or admin-
istered by the entity. An object may be determined to be
owned or administered by an entity if the object is associated
with an identifier of the entity, associated with an account of
the entity, has an owned by and/or administered by relation-
ship with the entity, associated with (e.g., a child of) another
object having an owned by and/or administered by relation-
ship with the entity, created by an authorized user of the
entity, maintained by an authorized user of the entity, etc.

In one embodiment, the competitive block list includes at
least three types of information: object information, blocked
advertiser information, and blocked connections information.
The object information identifies those objects of the entity to
which the competitive block list is to apply. The object infor-
mation may identify the objects by including object names,
object identifiers, object codes, etc. For example, the object
information may specify aunique code previously assigned to
a fan page of the entity. In one embodiment, while children
objects may not be specifically identified in the object infor-
mation, the competitive block list may still be applied to the
children objects if the parent objects of the children objects
are identified by the object information. For example, a par-
ticular group page may be the child of a particular brand page.
Thus, if the competitive block list applies to the brand page,
the competitive block list will also apply to the group page.

The blocked advertiser information identifies those adver-
tisers or other entities that are prevented from targeting adver-
tisements based user connections with the objects identified
by the object information. The blocked advertiser informa-
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tion may identify the blocked advertisers or other entities by
including advertiser names, advertiser codes, advertiser num-
bers, advertiser identifiers, or other information for identify-
ing blocked advertisers. For example, a particular shoe com-
pany may be indicated by the blocked advertiser information
through a unique social networking system identifier
assigned to the shoe company.

Theblocked connections information indicates the types of
user connections that advertisers or other entities identified
by the blocked advertiser information are prevented from
using to target advertisements. Any type of connection main-
tained by the social networking system 101 may be indicated
by the blocked connections information. Example types of
connections include: fan type connections, like type connec-
tions, want type connections, comment type connections,
share type connections, group join type, and/or attend type
connections.

Hence, the competitive block list identifies advertisers or
entities prevented from using certain connections to certain
objects of the entity for targeting advertisements. For
example, the competitive block list indicates that a particular
advertiser is prevented from targeting advertisements to a
user based on whether the user has a fan type connectionto a
page describing products manufactured by the entity. The
competitive block list may additionally indicate that another
advertiser is prevented from targeting advertisements to a
user based on whether the user has a join type connection to
a group related to products manufactured by the entity.

In one embodiment, the advertising engine 145 is used to
generate a competitive block list for the entity. To generate the
competitive block list, the advertising engine 145 allows an
authorized user of the entity to identify one or more objects to
which the competitive block list applies. For example, the
advertising engine 145 provides, for selection, a listing of
different objects or types of objects associated with the entity.
The authorized user may thereafter select specific objects or
types of objects from the listing to indicate the objects that are
to apply to the competitive block list. In one embodiment, the
advertising engine 145 may additionally or alternatively
allow the authorized user to manually identify objects or
types of objects to which the competitive block list applies.

The advertising engine 145 additionally allows the autho-
rized user to identify one or more advertisers or other entities
to which the competitive block list applies. For example, the
advertising engine 145 provides, to the authorized user, a
listing of advertisers or other entities determined to be com-
petitors of the entity. The listing of competitors may be gen-
erated by identifying a category for the entity, and identifying
advertisers or other entities that are also associated with the
same category. Advertisers or other entities associated with
the same category are included in the listing of competitors.

Categories for the entity, the advertisers, and/or the other
entities may be explicitly provided by the entity, by the adver-
tisers, or by the other entities. Alternatively, the categories
may be determined based on content associated with the
entity, advertisers, or other entities and/or determined based
on any suitable social signals identified from the social net-
working system 101. As used herein, social signals may be
any information derived from content associated with the
entities, advertisers, or other entities stored by the social
networking system 101 or derived from connections (e.g., fan
type connections, like type connections) of the entities, adver-
tisers, or other entities stored by the social networking sys-
tem. For example, an entity may be associated with a particu-
lar category if content generated by users of the social
networking system 101 and related to the entity include key-
words associated with the category. As a specific example, an
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entity is associated with a beverage category if comments by
users made with respect to the entity include keywords such
as “drink” and “soda.”

After receiving the listing of competitors, the authorized
user of the entity selects one or more of the advertisers and/or
other entities from the received listing. In another embodi-
ment, the advertising engine 145 alternatively or additionally
allows the authorized user to manually identify advertisers or
other entities for inclusion in the competitive block list.

Additionally, the advertising engine 145 allows the autho-
rized user to identify the types of connections that an adver-
tiser and/or other entity on the competitive block list are
prevented from using for targeting. For example, the adver-
tising engine 145 provides a listing of different types of
connections supported by the social networking system 101,
allowing the authorized user to select types of connections
from the listing. The advertising engine 145 may additionally
oralternatively allow the authorized user to manually identify
one or more types of connections.

In one embodiment, the number of advertisers or other
entities identified by the competitive block list may be limited
or restricted. For example, the advertising engine 145 may
limit a competitive block listto including a maximum number
of advertisers and/or other entities. In various embodiments,
the maximum number of advertisers and/or other entities may
be determined using any suitable method.

Following receipt of'a competitive block list from an entity,
the competitive block list may be stored in the object store 215
orthe user profile store 205 in various embodiments. After the
competitive block list is stored, the advertisement engine 145
subsequently receives 320 an advertisement for presentation
to one or more users. As described above, the advertisement
may be associated with targeting criteria. The targeting crite-
ria identify one or more characteristics of users eligible to be
presented with the advertisement.

After receiving the advertisement, the advertising engine
145 validates the advertisement by determining 325 whether
targeting criteria of the advertisement target users based on
user connections to an object associated with an entity. For
example, the advertising engine 145 determines 325 whether
the targeting criteria for the advertisement target users based
on the users being fans of a brand page of a particular car
manufacturer. The targeting criteria may explicitly indicate
whether the advertisement is targeted at users based on a
connection between a user and an object of the entity. For
example, the targeting criteria may include specific identifiers
or codes indicating targeting based on types of user connec-
tions to objects. In the example, the targeting criteria may
additionally include identifiers (e.g., object identifiers, entity
names, etc.) for an object and/or the entity used for targeting.
Hence, the advertising engine 145 may determine 325
whether the targeting criteria indicate targeting based on a
connection to an object of the entity.

In other embodiments, the targeting criteria do not explic-
itly indicate whether a connection between a user and an
object of the entity is used to determine if the user is eligible
to be presented with the advertisement. In such embodiments,
the advertising engine 145 may analyze the targeting criteria
to identify certain keywords, identifiers or other attributes
indicative of targeting based on connections between users
and objects of the entity. Based on identified keywords, iden-
tifiers, or other attributes, the advertising engine 145 deter-
mines 325 whether the advertisement is targeted based on a
connection to an object of the entity.

For example, the advertising engine 145 identifies
instances where the targeting criteria include identifiers for
the entity and/or objects associated with the entity. As a
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specific example, the advertising engine 145 analyzes the
targeting criteria to determine whether the targeting criteria
include the name of a brand of coffee. The advertising engine
145 additionally determines whether the targeting criteria
include keywords or other attributes indicative of user con-
nections. For example, the advertising engine 145 determines
whether the targeting criteria include keywords such as “fan,”
“like,” “connection,” etc. If the advertising engine 145 deter-
mines that the targeting criteria include both an identifier for
the entity and/or an object of the entity, as well as keywords or
other attributes indicative of targeting based on user connec-
tions, the advertising engine 145 determines 325 that the
targeting criteria target users based on connections to an
object of the entity.

Responsive to a determination 325 that the advertisement
is not associated with targeting criteria identifying users
based on connections to objects, the advertising engine 145
determines 340 that the advertisement is valid and may sub-
sequently present or serve 345 the advertisements to users
satisfying the targeting criteria.

However, responsive to a determination 325 that the adver-
tisement is associated with targeting criteria identifying users
based on connections to objects of the entity, the advertising
engine 145 retrieves a competitive block list associated with
the object identified by the targeting criteria or associated
with the entity associated with the object. An identifier for the
entity and/or an identifier for the object may be used to iden-
tify and retrieve the competitive block list from the object
store 215 or from the user profile store 205.

After retrieving the competitive block list, the advertising
engine 145 determines 330 whether the advertiser associated
with the received advertisement is included in the retrieved
competitive block list. The advertising engine 145 also deter-
mines whether the competitive block list indicates the type of
connection to the object identified by the targeting criteria.

If the advertiser or type of connection is not indicated by
the competitive block list, the advertising engine 145 may
determine 340 that the advertisement is valid and subse-
quently present or serve 345 the advertisement to users satis-
fying the targeting criteria.

If it is determined 330 that the advertiser is in the competi-
tive block list and the type of connection to the object iden-
tified by the targeting criteria is indicated by the competitive
block list, the advertising engine 145 determines 335 that the
advertisement is invalid and prevents the advertisement from
being presented to users of the social networking system 101.
In one embodiment, the advertising engine 145 may indicate
to the advertiser that the advertisement is not valid because it
targets users based on a connection to an object associated
with a competitive block list identifying the advertiser. In
other embodiments, the advertising engine 145 indicates that
the advertisement is not valid, but does not provide a reason
for the invalidity. In one embodiment, the advertising engine
145 does not consider the type of connection indicated in the
targeting criteria. Rather, the advertising engine 145 deter-
mines whether an advertisement is invalid based on whether
an advertiser is on the competitive block list.

SUMMARY

The foregoing description of the embodiments of the
invention has been presented for the purpose of illustration; it
is not intended to be exhaustive or to limit the invention to the
precise forms disclosed. Persons skilled in the relevant art can
appreciate that many modifications and variations are pos-
sible in light of the above disclosure.
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Some portions of this description describe the embodi-
ments of the invention in terms of algorithms and symbolic
representations of operations on information. These algorith-
mic descriptions and representations are commonly used by
those skilled in the data processing arts to convey the sub-
stance of their work effectively to others skilled in the art.
These operations, while described functionally, computation-
ally, or logically, are understood to be implemented by com-
puter programs or equivalent electrical circuits, microcode, or
the like. Furthermore, it has also proven convenient at times,
to refer to these arrangements of operations as modules, with-
out loss of generality. The described operations and their
associated modules may be embodied in software, firmware,
hardware, or any combinations thereof.

Any of the steps, operations, or processes described herein
may be performed or implemented with one or more hard-
ware or software modules, alone or in combination with other
devices. In one embodiment, a software module is imple-
mented with a computer program product comprising a com-
puter-readable medium containing computer program code,
which can be executed by a computer processor for perform-
ing any or all of the steps, operations, or processes described.

Embodiments of the invention may also relate to an appa-
ratus for performing the operations herein. This apparatus
may be specially constructed for the required purposes, and/
or it may comprise a general-purpose computing device
selectively activated or reconfigured by a computer program
stored in the computer. Such a computer program may be
stored in a non-transitory, tangible computer readable storage
medium, or any type of media suitable for storing electronic
instructions, which may be coupled to a computer system bus.
Furthermore, any computing systems referred to in the speci-
fication may include a single processor or may be architec-
tures employing multiple processor designs for increased
computing capability.

Embodiments of the invention may also relate to a product
that is produced by a computing process described herein.
Such a product may comprise information resulting from a
computing process, where the information is stored on a
non-transitory, tangible computer readable storage medium
and may include any embodiment of a computer program
product or other data combination described herein.

Finally, the language used in the specification has been
principally selected for readability and instructional pur-
poses, and it may not have been selected to delineate or
circumscribe the inventive subject matter. It is therefore
intended that the scope of the invention be limited not by this
detailed description, but rather by any claims that issue on an
application based hereon. Accordingly, the disclosure of the
embodiments of the invention is intended to be illustrative,
but not limiting, of the scope of the invention, which is set
forth in the following claims.

What is claimed is:

1. A computer-implemented method comprising:

storing, by a social networking computer system, an object

associated with an entity;

storing, by the social networking computer system, a set of

connections between the object and one or more users of
the social networking computer system;

receiving, from the entity, a competitive block list associ-

ated with the object, the competitive block list including
one or more advertisers whom the entity identified as
ones to be prevented from targeting advertisements to
users based on the users having connections to the object
associated with the entity;

receiving an advertisement associated with an advertiser

other than the entity;
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determining, by the social networking computer system,
whether the advertisement is associated with targeting
criteria specifying users connected to the object;

responsive to determining the advertisement is associated
with targeting criteria specifying users connected to the
object, retrieving the competitive block list associated
with the object;

preventing, by the social networking computer system, use

of'the targeting criteria specifying users connected to the
object if the advertiser is included on the competitive
block list associated with the object; and

determining, by the social networking computer system,

that the targeting criteria specifying users connected to
the object are valid if the advertiser is not included on the
competitive block list associated with the object.

2. The computer-implemented method of claim 1, wherein
the competitive block list further identifies one or more types
of connections to the object prevented from being used to
target advertisements.

3. The computer-implemented method of claim 2, wherein
a type of connection is a connection created responsive to a
user requesting to be a fan of the object associated with the
entity.

4. The computer-implemented method of claim 2, wherein
a connection is established based on an interaction between a
user and the object.

5. The computer-implemented method of claim 4, wherein
the interaction is selected from a group consisting of: the user
requesting to be a fan of the object, the user selecting an item
indicating that the user likes the object, the user selecting an
item indicating that the user wants the object, the user
requesting to share the object with additional users, and any
combination thereof.

6. The computer-implemented method of claim 1, wherein
at least one connection in the set of connections is associated
with an affinity score between a user and the object.

7. The computer-implemented method of claim 1, wherein
the object is a page associated with the entity.

8. The computer-implemented method of claim 1, wherein
determining whether the advertisement is associated with
targeting criteria specifying users connected to the object
comprises:

identifying one or more identifiers associated with the

object in the targeting criteria associated with the
received advertisement.

9. A computer-implemented method comprising:

storing, by a social networking computer system, one or

more objects associated with an entity;

receiving a competitive block list from the entity, the com-

petitive block list identifying additional entities associ-
ated with the social networking computer system, the
additional entities being are restricted from targeting
advertisements to users based on one or more connec-
tions to the one or more objects associated with the
entity;

receiving an advertisement associated with an advertising

entity;

determining, by the social networking computer system,

whether targeting criteria associated with the advertise-
ment specify a connection to an object from the one or
more objects associated with the entity;

determining, by the social networking computer system,

whether the advertising entity is identified by the com-
petitive block list; and

responsive to the targeting criteria associated with the

advertisement specifying the connection to the object
associated with the entity and determining the advertis-



US 9,230,265 B2

15

ing entity is identified by the competitive block list,
preventing, by the social networking computer system,
use of the targeting criteria specifying the connection to
the object.

10. The computer-implemented method of claim 9,
wherein the competitive block list further identifies one or
more types of connections to the one or more objects
restricted from being used to target advertisements to users.

11. The computer-implemented method of claim 10,
wherein a type of connection identified by the competitive
block list is based on an interaction with the one or more
objects associated with the entity, the interaction selected
from a group consisting of: the user requesting to be a fan of
the object, the user selecting an item indicating that the user
likes the object, the user selecting an item indicating that the
user wants the object, the user requesting to share the object
with additional users, and any combination thereof.

12. The computer-implemented method of claim 10,
wherein a type of connection identified by the competitive
block list is based on an affinity score between a user and an
object from the one or more objects equaling or exceeding a
threshold score.

13. The computer-implemented method of claim 9,
wherein an object from the one or more objects is a page
associated with the entity.

14. The computer-implemented method of claim 9,
wherein determining whether targeting criteria associated
with the advertisement specify a connection to an object
associated with the entity comprises:

identifying one or more identifiers associated with the

object in the targeting criteria associated with the
received advertisement.

15. A computer-implemented method comprising:

storing, by a social networking computer system, an object

associated with an entity;

receiving a request from the entity identifying one or more

additional entities to restrict from targeting advertise-
ments to a user based on a connection between the user
and object associated with the entity;

receiving an advertisement associated with an additional

entity and targeting criteria;
if the advertisement is associated with targeting criteria
selecting a user based on a connection between the user
and the object associated with the entity, determining, by
the social networking computer system, whether the
additional entity is identified by the received request;

determining, by the social networking computer system,
that the targeting criteria are valid if the additional entity
is not identified by the received request; and

preventing, by the social networking computer system, use
of the targeting criteria if the additional entity is identi-
fied by the received request.

16. The computer-implemented method of claim 15,
wherein a particular user is connected to the object associated
with the entity if the particular user performs an interaction
with the object.

17. The computer-implemented method of claim 16,
wherein the interaction with the object comprises the particu-
lar user requesting to indicate a preference for the object.

18. The computer-implemented method of claim 16,
wherein the one or more additional entities are associated
with a same product category as the entity.

19. The computer-implemented method of claim 16,
wherein a product category for the entity is determined from
content associated with the entity.

20. The computer-implemented method of claim 1,
wherein the object is one of a plurality of objects stored by the
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social networking system, each of the plurality of objects
associated with a different entity and each of the plurality of
objects connected to a plurality of different users of the social
networking computer system.

21. A computer program product comprising a non-transi-
tory computer-readable storage medium containing computer
program code for:

storing an object associated with an entity;

storing a set of connections between the object and one or

more users of a social networking system;

receiving, from the entity, a competitive block list associ-

ated with the object, the competitive block list including
one or more advertisers whom the entity identified as
ones to be prevented from targeting advertisements to
users based on the users having connections to the object
associated with the entity;

receiving an advertisement associated with an advertiser

other than the entity;

determining whether the advertisement is associated with

targeting criteria specifying users connected to the
object;

responsive to determining the advertisement is associated

with targeting criteria specifying users connected to the
object, retrieving the competitive block list associated
with the object;
preventing use of the targeting criteria specifying users
connected to the object if the advertiser is included on
the competitive block list associated with the object; and

determining that the targeting criteria specifying users con-
nected to the object are valid if the advertiser is not
included on the competitive block list associated with
the object.

22. A computer program product comprising a non-transi-
tory computer-readable storage medium containing computer
program code for:

storing one or more objects associated with an entity;

receiving a competitive block list from the entity, the com-

petitive block list identifying additional entities associ-
ated with a social networking system, the additional
entities being restricted from targeting advertisements to
users based on one or more connections to the one or
more objects associated with the entity;

receiving an advertisement associated with an advertising

entity;
determining whether targeting criteria associated with the
advertisement specify a connection to an object from the
one or more objects associated with the entity;

determining whether the advertising entity is identified by
the competitive block list; and

responsive to the targeting criteria associated with the

advertisement specifying the connection to the object
associated with the entity and determining the advertis-
ing entity is identified by the competitive block list,
preventing use of the targeting criteria specifying the
connection to the object.

23. A computer program product comprising a non-transi-
tory computer-readable storage medium containing computer
program code for:

storing an object associated with an entity;

receiving a request from the entity identifying one or more

additional entities to restrict from targeting advertise-
ments to a user based on a connection between the user
and object associated with the entity;

receiving an advertisement associated with an additional

entity and targeting criteria;

if the advertisement is associated with targeting criteria

selecting a user based on a connection between the user
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and the object associated with the entity, determining
whether the additional entity is identified by the received
request;
determining that the targeting criteria are valid if the addi-
tional entity is not identified by the received request; and 5
preventing use of the targeting criteria if the additional
entity is identified by the received request.

#* #* #* #* #*
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